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 

Abstract — This paper proposed a methodology to identify the 

vulnerable components and ensure the resilient operation of 

coordinated electricity and natural gas infrastructures 

considering multiple disruptions within the microgrid. The 

microgrid demands which consist of electricity and heat demands 

are served by the interdependent electricity and natural gas 

supplies. The proposed approach addressed the vulnerability of 

multiple energy carrier microgrids against various interdictions, 

which is used to apply preventive reinforcements to increase the 

resilience of energy supply and decrease the operation cost. The 

proposed methodology is formulated as a bi-level optimization 

problem to address the optimal and secure operation of multiple 

energy carrier microgrids. The interdependence between natural 

gas and electricity infrastructures is addressed to show the 

effectiveness of the presented methodology in improving the 

resilience of generation and demand scheduling against deliberate 

actions causing disruptions in the interdependent energy 

infrastructures in multiple energy carrier microgrids.  

 
Index Terms—multiple energy carrier microgrid, resilience, 

mixed integer bi-level linear programming, natural gas and 

electricity. 

 

I. NOMENCLATURE 

Variables 

e   Index for electric energy 

h   Index for heat energy 

,
p
j of  Natural gas flow in pipeline p between 

energy hubs j and o  

c,iF   Production cost function of thermal unit i  

c,sF  Natural gas supply volume cost at source s  

i   Index for thermal generation unit 

,j o   Energy hub indices 

k   Index for heater unit 

l   Index for distribution line 
p   Index for natural gas pipeline 

(.),d

jP  Served demand in energy hub j  

h

kP  Heat energy produced by heater k 

,Qe e
i iP   Real/reactive generation dispatch of unit i  
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,
inj inj
j jP Q  Real/reactive power injection at energy hub j   

,i d
jP  Natural gas consumption of units i  

connected to energy hub j  

,, ,j o j oPL QL  Real/reactive power flow between energy 

hubs j  and o  

,Qe d
j  Served reactive electricity demand of energy 

hub j  

s   Index for natural gas resource 

iUX  Availability status of generator unit i , 1 if 

interdicted, otherwise 0 

,
l
j oUY  Availability status of transmission line l   

between energy hubs j  and o , 1 if 

interdicted, otherwise 0 

pUZ  Availability status of natural gas pipeline p , 

1 if interdicted, otherwise 0 

jV   Voltage magnitude at energy hub j  

sv  Natural gas supply volume of resource s  

j  Natural gas pressure at energy hub j  

j   Voltage angle at energy hub j  

,    Lagrangian multipliers 

Constants 

A  Energy hub-natural gas node incidence 

matrix 

(.),(.)B  Imaginary part of microgrid admittance 

matrix 

,j ob   Susceptance of the branch between energy 

hub j and o  

pC   Pipeline constant 

(.) _(.)C   Coupling factors in energy conversion matrix 

,max
,
p
j of   Maximum flow for pipeline p between 

energy hubs j and o 
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(.),(.)G
  

Real part of microgrid admittance matrix 

, ,,j o j og y
 

Conductance and admittance of the 

distribution line between energy hub j and o  

jGG   Set of units connected to energy hub j  

jHH   Set of heaters connected to energy hub j  

jGS   Set of natural gas resources connected to 

energy hub j  

, ,,f j t jL L  Set of distribution lines starting from /ending 

at energy hub j  

(.)M  Required resources for interdiction of each 

component type in microgrid   

M  Total available resources for interdiction 

NB   Number of energy hubs 

NG   Number of electricity generation units 

NL   Number of distribution lines 

NP   Number of natural gas pipelines 
(.), ,,

D e D
j jP Q  Active/reactive electricity demand at energy 

hub j  

,f jP   Set of pipelines starting from energy hub j  

,t jP   Set of pipelines ending at energy hub j  

max max,Qi iP  Maximum real/reactive generation of unit i  

max
,j oSL  Maximum capacity of distribution line 

between energy hubs j and o  

(.)VOLL   Value of lost load  
max min,V V  Max/min voltage at each energy hub 

max min,s sv v  Max/min natural gas supply volume of 

resource s  

max min,   Max/min natural gas pressure at each energy 

hub 
max min,   Max/min voltage angle at each energy hub 

, ,,j o j ox r  Line reactance and resistance between energy 

hubs j and o  

j   Initial natural gas pressure at energy hub j  

II. INTRODUCTION 

HE increase in penetration level of distributed energy 

resources (DERs) supplied by natural gas in electricity 

networks warrants the coordinated operation of electricity 

and natural gas distribution networks. The rising concerns over 

the reliability and quality of service in energy distribution 

networks promotes the concept of multiple energy carrier 

microgrids. Multiple energy carrier microgrid is referred to as 

an interconnected electricity and natural gas distribution 

network in which the electrical network is composed of a group 

of interconnected electrical demands and DERs that represent a 

single controllable entity within the electricity grid with the 

ability to operate in grid-connected and island modes. The 

natural gas distribution network within the microgrid is 

composed of several source points which are connected to the 

gas distribution network and a group of load points which 

represent electrical generation units or heat demands. Several 

literatures have addressed the interdependence of electricity and 

natural gas infrastructures in power systems. The model in [1] 

presents a fundamental understanding of the interdependent 

energy systems including coal, natural gas and electricity while 

ignoring the network constraints. The interdependence of 

natural gas and electricity infrastructures is discussed in [2], 

where the optimal operation of the interconnected natural gas-

electricity network is affected by several factors including, 

physical characteristics of natural gas pipeline and electricity 

networks, operational procedures in electrical and natural gas 

distribution networks, types of electricity generating plants, 

availability of natural gas and electricity supply, transmission 

and delivery constraints in natural gas and electricity networks, 

and their respective volatile market prices. In [3], switching 

between fuel supplies in electricity generation is proposed as an 

effective approach to perform peak shaving on natural gas 

demand while enhancing the power system operation security. 

Several factors including the natural gas market price, natural 

gas pipeline pressure loss, and simultaneous demand peak in 

electricity and natural gas which causes price spikes in severe 

weather conditions and possible outages in natural gas 

pipelines; affect the power system operation by increasing 

congestions, price of electricity or even demand curtailment in 

severe conditions. A security-constrained short term generation 

scheduling in electrical networks is developed in [4]. The slow 

transient process in natural gas transmission networks was 

considered by a set of partial differential and algebraic 

equations in [5]. The proposed approaches addressed the effects 

of natural gas transmission network on power system security 

by implementing determined scenarios for possible 

contingencies in both energy infrastructures. 

A framework for the comprehensive modeling of multiple 

energy delivery systems in which energy is converted within an 

energy hub is presented in [6]. Energy hub provides the features 

of input, output, storage, and conversion of multiple energy 

carriers. An integrated optimization framework which 

incorporates a simplified model for the network flow of the 

interdependent energy carriers is proposed in [7]. An approach 

for optimal scheduling of multiple energy networks including 

electricity, natural gas, and district heat is introduced in [8]. A 

linear formulation is proposed in [9] to solve the large-scale 

optimal energy flow in multiple energy delivery networks. An 

expansion planning framework within the electricity and 

natural gas distribution networks with high penetration of gas-

fired distributed generation is presented in [10], which 

incorporates heuristic methodologies to find the optimal 

expansion planning strategies. Discussion in [11] expressed the 

savings gained by optimal operation of integrated electricity 

and natural gas networks. In [12], an integrated formulation of 

electricity and heat distribution networks to procure the optimal 

electricity and heat flow within a microgrid is presented.  

T 
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This paper addressed the coupling between electricity and 

natural gas energy infrastructures within the microgrids which 

can affect the resilience of energy supply. The resilience of 

energy infrastructure is addressed by identifying vulnerable 

components in electricity and natural gas infrastructures. 

Deliberate interruptions do not occur frequently, but, when they 

do, they can be tragic. Quantitative probabilistic evaluation of 

such low-probability-high-consequence contingencies is very 

challenging, resource-demanding, and subjected to 

inaccuracies. Moreover, the outcome of a disruption strongly 

depends on the system operation conditions prior to the attack, 

as well as the available resources to the offenders, both of which 

are also highly uncertain. There are a number of publications 

addressed the contingencies as a consequence of threat in power 

systems [13]-[17]. Contingencies as a result of natural disasters, 

physical or cyber-attacks would extinguish the key elements of 

the electricity infrastructure and may lead to blackouts. The 

disruptions of energy supply in electric power grids caused by 

physical attacks are addressed in [14] which is presented as a 

bi-level mixed integer programming problem and solved by a 

heuristic approach. A model to protect the power network 

against a range of scenarios which lead to disruption in energy 

supply and blackouts is developed in [15]. The three-level 

attacker-defender-planner model presented in [16] as a multi-

level mixed integer programming problem finds the optimal 

defense strategy in power system. Here, the interdependence 

between energy networks was pointed out as a potential 

improvement in finding the more realistic defense strategies. In 

[17], a tri-level optimization model is proposed for power 

network defense which is solved iteratively by forming nested 

bi-level optimization problem with budget constraints 

associated with defender and attacker assuming that the 

defended components are infallible once they are hardened. The 

physical disruption, modeled as a mixed-integer bi-level 

programming (MIBLP) problem in [18] ignores the 

interdependence of electricity and natural gas infrastructures. 

Here, the power system under attack is represented by dc power 

flow approximation, without offering any preventive guidelines 

for reinforcing the system.  

Other publications emphasized the importance of considering 

the interdependencies between natural gas and electricity to 

improve resilience and reliability measures without quantifying 

the outcomes [19]-[20]. Since microgrids are developed to 

provide higher power quality and reliability for consumers, the 

resilience of energy supply is an important concern within 

microgrids. In this paper, the energy resource interdependence 

in microgrids is represented by implementing energy hubs, and 

preventive reinforcement strategies are offered to the microgrid 

operators following the resiliency analysis. The contributions 

of this paper are as follows: 

 Modeling the disruption as a consequence of deliberate 

actions in multiple energy carrier microgrids 

considering the interdependence of natural gas and 

electricity infrastructures 

 Identify the critical and vulnerable components in 

multiple energy carrier microgrids 

 Quantify the consequences of disruption by calculating 

the operation cost of multiple energy carrier microgrid 

in contingencies 

 Apply preventive reinforcement strategies to ensure the 

resilient operation of microgrids and determine the 

reinforcement outcomes 

The results can be used by microgrid planners and operators 

to identify critical components whose reinforcement will 

improve the reliability and security measures within the 

microgrids. The paper is organized as follows: Section III 

introduces the basic components of the energy hub. Section IV 

describes the preventive reinforcement in cyber infrastructure 

to improve the resilience in the energy supply. Section V 

describes the problem formulation. Section VI presents a case 

study, to show the effectiveness of the proposed preventive 

reinforcement procedure, and section VII presents the 

conclusion. 

III. ENERGY HUB 

Energy infrastructure provides various services to industrial, 

commercial, and residential consumers. The optimal expansion 

planning and operation of various energy carriers are 

determined as a set of independent problems without taking the 

interdependencies and interactions of the energy carrier 

networks into account. Here, the nodes in the distribution 

network with energy conversion facilities are referred to as 

“energy hubs”. The energy hub incorporates the 

interdependencies between natural gas, electricity and heat and 

provides operational flexibility within active distribution 

networks as shown in Figure 1. 

Here, the heat energy is produced as a bi-product of electricity 

generation using natural gas in combined heat and power (CHP) 

units and curtailing the electricity demand at each hub would 

result in curtailment of heat demand, as the electricity drives the 

pumps to facilitate heat transfer in the energy hubs.  

 
Fig.1. Energy hub with electricity, natural gas and heat 

The interdependence of electricity and heat demands with 

electricity and natural gas resources provided at each energy 

hub is shown in (1), where the electricity and natural gas 

comprise input vector E , and the electricity and heat demand 

comprise output vector L . Here, matrix C is the forward 

coupling matrix which represents the input-output energy 

conversion. The forward coupling matrix is composed of 

coupling factors and is determined by characteristics and 

topology of the energy hub. 
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IV. PREVENTIVE REINFORCEMENT IN CYBER 

INFRASTRUCTURE 

Multiple energy carrier microgrids ensure the continuity of 

service to critical demands in energy infrastructure. Hence the 

resilience of multiple energy carrier microgrids against cyber 

threats leading to disruptions in physical components in energy 

infrastructure is addressed. Multiple energy carrier microgrids 

cannot tolerate excessive restoration times, as the recovery and 

restoration is not considered as a viable option for the mission 

critical facilities served by microgrids. Hence the resilience is 

defined as the ability of the system to survive attacks without 

suffering from any service interruptions and the objective is to 

provide a solution framework to ensure the continuity of service 

in multiple energy carrier microgrids. The set of preventive 

actions that is required for resilient operation of microgrid, is 

defined through the proposed reinforcement procedure.  

More than half of the cyber threads are in energy sector [21]. 

The most frequent cyber threats are authentication, denial of 

service, and buffer overflow [22]. Here, it is assumed that the 

objective of the attacker is to increase the service interruption 

by disrupting the physical components through cyber-attacks. 

The physical components of the microgrid receive encrypted 

data packets which contain the control signals from the 

microgrid controller. Hence decryption and manipulating the 

encrypted data packets would result in the disruption of the 

physical components. Figure 2 illustrates disruption of 

electricity distribution line by decrypting the control signals 

sent from the microgrid controller. Here, the disruption occurs 

if the encrypted data is decrypted and manipulated by the 

attacker. Moreover, it is assumed that the data packets 

correspond to each component is encrypted with an existing 

encryption technique e.g. secured hash functions (SHA-x) [23], 

or advanced encryption standard (AES) [24]. However, other 

encryption techniques [25] could also be applied in the 

proposed formulation. The higher encryption strength is 

achieved by the increase in the encryption cost which 

eventually leads to higher disruption cost of the physical 

component. The cost of providing higher encryption strength is 

dependent on the hardware implementations such as processing 

modules and communication channels. In this paper, an 

encryption cost is assigned to specific encryption strength 

provided by practical encryption techniques. For instance, the 

encryption cost of using AES-256 to encrypt a data packet is 

more compared to the encryption cost of using AES-192 

considering the same performance measures. While the 

encryption strategy to improve the encryption strength of the 

data packets associated with the physical components are 

discussed in this paper, the incorporated encryption technique 

is out of the scope of this paper. The presented model considers 

an initial encryption strength for the data packets corresponding 

to each physical component. The new encryption strategy is to 

improve the encryption strength for the certain components 

which are identified by the solution of the bi-level optimization 

problem employed. Hence, an improved encryption strategy 

decreases the vulnerability of microgrid against disruptions and 

increase the cost of decryption, data manipulation, and 

disruption of the physical components. In other words, each 

stage of the preventive reinforcement corresponds to the 

encryption strategy chosen in the microgrid. The encryption 

strategy taken, includes the improvements in the encryption 

strength of the selected physical components of the microgrid. 

 
Fig.2. Disruption of service in multiple energy carrier microgrids 

Here, it is assumed that different types of physical 

components in the microgrid require different numbers of data 

packets. The number of the data packets is dependent on the 

number of controllable variables in each component. For 

instance, it is assumed that generators require larger number of 

data packets for monitoring and control compared to the 

distribution lines.  

The preventive reinforcement presented here is defined in 

several stages, where the microgrid resilience at each stage is 

dependent on the encryption strategy incorporated for 

monitoring and control of the microgrid. The solution to the bi-

level optimization problem at each stage procures the new 

encryption strategy and the iterative procedure continues until 

the desired level of resilience is established. The desired level 

of resilience is determined by the microgrid planner or operator. 

To quantify the resilience of the microgrid against disruptions, 

a resilience index (r) shown in (2) is defined as the exponential 

of negative ratio of the increase in operation cost of multiple 

energy carrier microgrid as a result of disruptions to the budget 

of the attacker causing such disruptions. Here,   and 0  are 

operation costs of disrupted and non-disrupted multiple energy 

carrier microgrid. Thus low resilience index indicates that the 

multiple energy carrier microgrid is highly vulnerable against 

disruptions. 

0( - )
( )

e Mr

 


       (2) 

V. PROBLEM FORMULATION 

The operation of multiple energy carrier microgrids exposed 

to disruptions is presented as a bi-level optimization problem. 

The upper level problem maximizes the operation cost of the 

system subjected to the limitation of resources to trigger 

disruptions while the lower level problem minimizes the 

operation cost of the multiple energy carrier microgrid under 

attack. Further, the MIBLP problem is re-formulated into a 

single-level mixed integer programming (MIP) problem 

employing the duality theory. 

The objective function of the upper level problem, expressed 

by (3), maximizes the operation cost while the decision binary 



IEEE TRANSACTIONS ON SMART GRID, VOL. 6, NO. 5, SEPTEMBER 2015 

variables are the outage statuses of generation units, natural gas 

pipelines, and power distribution lines. The operation cost of 

system includes the penalty cost for the load curtailments, 

hence maximizing the operation cost of the system by the 

attacker would lead to maximizing the curtailed demand and the 

generation cost in the microgrid. The resources for triggering 

outages in various components of microgrid are limited as 

indicated in (4). In bi-level optimization problem presented 

here, the lower level problem and its constraints are considered 

as constraints for the upper level problem [26]. The objective 

function of the lower level problem is the operation cost of the 

microgrid which includes the operation cost of generating 

electricity and heat energy from natural gas, as well as the 

penalty cost for electricity and heat demand curtailment as 

shown in (5). The real and reactive power injection is shown by 

(6) and (7), respectively. For the sake of simplicity the 

parameter e eC   which represents the efficiency of the 

transformer is considered as unity. The real and reactive power 

limits for generation units are formulated in (8) and (9) 

respectively. The curtailed real and reactive demand at each 

energy hub is less than the total real and reactive demand as 

presented by (10) and (11) respectively. The admittance of each 

power line shown in (12) incorporates the binary variable 

representing the outage status of the component. The 

real/reactive power injection used for ac power flow is 

linearized in (13) and (14). Equations (15), (16) and (17) present 

the linearized formulation for real, reactive and apparent power 

transmitted through the distribution line. Here, ξ is an auxiliary 

parameter, which is dependent on the load power factor as 

calculated in [27]. The limitation on apparent power flow is 

imposed by distribution line capacity as given in (18). The 

limitations on voltage magnitude and voltage phase angle in 

electrical networks as well as the natural gas pressure within 

natural gas distribution network are presented in (19), (20) and 

(21), respectively. The minimum and maximum capacity for 

natural gas resources are shown in (22). The interdependence 

of electricity and heat demands is represented in (23), where K 

is a large number, which indicates that the heat distribution 

facility requires electricity to transfer the heat. Thus, electric 

demand curtailment at each energy hub would lead to heat 

demand curtailment. The heat demand is served by the 

electricity bi-product or burning natural gas in heater as shown 

in (24). The natural gas balance at each energy hub is presented 

by (25), in which the injected natural gas at each hub is equal to 

the withdrawn volume by the interconnected pipelines as well 

as the energy hub to serve the electricity and heat demand. The 

natural gas is converted into electricity and heat using the 

respective conversion factors. Here, any outage in natural gas 

supply will result in the outage of the supplied generator. The 

constraint on natural gas flow in distribution pipelines is given 

in (26). Here, the dependency of the natural gas flow on 

temperature which is discussed in [28] is ignored and the linear 

dependency of natural gas flow between two interconnected 

energy hubs and their pressures are expressed in (27).The 

served heat demand is lower than the total heat demand at each 

energy hub as shown in (28).  
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The presented MIBLP problem formulation (3)-(28) is 

expressed in the general form by (29)-(34). By employing 

duality theory, the presented problem is transformed to single-

level MIP problem presented by (35)-(42). The proposed bi-
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level problem can be transformed to a single level MIP problem 

using KKT conditions or duality theory. Here, the duality 

theory is used to decrease the number of the binary-to-

continuous variable multiplications, computation complexity 

and solving time [29]. The objective function (3) is represented 

by (29) and the disruption resource allocation constraint (4) is 

presented as (30), where *  is the optimal solution of lower 

level problem (32). The binary variables in (31) are the decision 

vectors representing the outage statuses of electricity generation 

and distribution components as well as the natural gas pipelines. 

The lower minimization problem, with determined binary 

variables, given in (32) represents (5) which minimizes the 

operation cost of the microgrid. Equations (33) and (34) 

represent all the equality and inequality constraints shown in 

(6)-(28), respectively. Here  and  are introduced as the dual 

variables associated with equality constraints (33) and 

inequality constraints (34), respectively. 
*max (U, )

U
h                      (29) 

Subject to:    
*( , ) 0g U               (30) 

 0,1U              (31) 

min Td


             (32) 

Subject to:  

1( )A U B b              (33) 

2( )C U D b              (34) 

In the presented single level MIP formulation (35)-(42), the 

objective is to maximize the operation cost of the system by 

determining the disruption binary variablesU , generation 

dispatch  , equality constraint dual variable  , and inequality 

constraint variable  . The constraints (36)-(37) are similar to 

(30)-(31) and * is replaced by  , which is the decision 

variable in the equivalent problem (35)-(42).  In the original 

formulation (29)-(34), the binary decision variables which are 

determined in the upper level problem (29)-(31) are fixed for 

the lower level problem (32)-(34). However, in (38), the dual 

form of the lower level problem is shown. In (39), it is stated 

that dual variables of the inequality constraints of the lower 

level problem are nonnegative. The constraints (40) and (41) 

are the same as (33) and (34), respectively. Here, U is the 

decision variable in the equivalent single level problem. The 

equality constraint associated with strong duality is expressed 

in (42). Here (38) and (42) are composed of several of binary-

to-continuous variables multiplications, which are further 

linearized. 

, , ,
max (U, )

U
h

  


           
(35) 

 Subject to: 

( , ) 0g U                (36) 

 0,1U                 (37) 

T TB D d                (38) 

0                       (39) 

1( )A U B b                       (40) 

2( )C U D b                   (41) 

1 2[ ( )] [ ( )]T T Td b A U b C U     
         

(42) 

To solve the current problem, all the nonlinear terms which 

are composed of binary-to-continuous variable multiplication 

are transformed into linear forms. Such nonlinearities exist in 

three categories: a) the ac power flow formulation, b) the 

natural gas flow formulation, and c) the dual form of lower 

problem in the equivalent single level MIP problem. In the ac 

power flow formulation, the binary decision variables for the 

distribution lines are embedded in the admittance matrix as 

shown in (12). Equations (13)-(16) contain 10 binary-primal 

continuous variables multiplication terms, e.g. voltage as 

primal continuous variable to binary variable associated with 

distribution line availability status in (13). The second category 

is the natural gas flow formulations, as shown by equations (26) 

and (27). The last category is the dual form of the lower level 

problem, which has binary-to-continuous variable 

multiplications in (42). The linearized form of the term (43) is 

shown in (44)-(46) in which the lower and upper bounds of the 

continuous variable are considered as zero, and a large number, 

K, respectively. Here, Φ and Ψ are nonnegative continuous 

variables. 

 , 0,1U U                  (43) 

                (44) 

0 K U               (45) 

0 (1 )K U                 (46) 

The constraint (27) is the linear approximation of the original 

Weymouth equation (47) which represents the relationship 

between the natural gas flow with the pressure at the inlet and 

the outlet of a natural gas pipeline. Figure 3 shows the hyper 

plane represented by Weymouth equation, which is 

decomposed into several smaller hyper planes. The 

linearization using Taylor series is valid only if the difference 

in natural gas pressure between the inlet and outlet of the 

pipeline is assumed to be limited, i.e. there is not significant 

pressure drop in the pipeline. This is a reasonable assumption 

for the short pipelines used in microgrids. The limitation on the 

node pressure on the gas pipeline network shown in (21) 

guarantees the accuracy of the approximation. The energy hubs 

within microgrids operate within specific range of nodal natural 

gas pressure, e.g. between 55 and 56 bars. The Weymouth 

equation is linearized around the initial point procured by 

solving optimal energy flow within the microgrid considering 

no disruptions. 

 
,

2 2.
p

f j o p j oC                (47) 

 
Fig.3. Hyper plane for the Weymouth equation 
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VI. CASE STUDY 

In this section, a multiple energy carrier microgrid composed 

of 10 energy hubs is illustrated in Figure 4. The microgrid 

presented in the case study operates in island mode; however, 

the presented preventive reinforcement procedure could be 

applied for microgrids operating in grid-connected mode by 

incorporating the grid interconnection with respective price of 

electricity and disruption cost into the formulation. The 

presented microgrid has 3 distributed generation CHP units 

with electrical and heat efficiency of respectively 34% and 50% 

which consume natural gas to produce electricity and heat, 11 

electricity distribution lines, 10 electricity demands, 6 heat 

demands and 5 natural gas pipelines. Table I presents the 

characteristics of the natural gas generators. Table II lists the 

electricity and heat demands and their respective value of lost 

loads which determine the priority of demands. Table III 

describes the characteristics of electricity distribution lines and 

the natural gas pipelines.  

 
Fig. 4. Multiple energy carrier microgrid. 

TABLE I 

NATURAL GAS POWER GENERATION UNIT CHARACTERISTICS 

Unit 
Pmax1  

(kW) 

Pmax2 

(kW) 

Fc
1 

(¢/kWh) 

Fc
2 

(¢/kWh) 

1

gas elecC 
  

(SCM/kWh) 

2

gas elecC 
 

(SCM/kWh) 

Pmax  

(kW) 

G1 800 400 8 15 0.00789 0.0092 1,200 

G2 1,200 600 10 28 0.00796 0.0102 1,800 

G3 1,000 500 10 24 0.00726 0.0083 1,500 

TABLE II 

ELECTRICITY & HEAT DEMAND 

Hub 

ID 

,e DP  

(kW) 

,e DQ  

(kVar) 

eVOLL   

($/kWh) 

,h DP  

(MBtu) 

hVOLL   

($/MBtu) 
m   

(bar) 

1 80.7 40.4 10 95.23 1 55.34 

2 113.0 56.5 8 111.11 1 55.10 

3 161.5 80.8 10 142.85 1 55.11 

4 242.3 121.2 10 126.98 1 55.00 

5 290.7 145.4 10 158.72 1 55.01 

6 323.0 161.5 10 158.72 1 55.37 

7 80.7 40.4 100 - - - 

8 161.5 80.8 10 - - - 

9 323.0 161.5 10 - - - 

10 323.0 161.5 20 - - - 

 

Here, Cp for natural gas pipeline is a constant which is 

determined by temperature, diameter, gas composition, length 

and friction [4]. The natural gas supply could deliver maximum 

volume of 50 Standard Cubic Meter (SCM) at the source point. 

The voltage magnitude and phase angles of energy hubs within 

the electrical distribution network are restricted between 0.95-

1.05 per unit and -π to π respectively. The resistance and 

inductive reactance of the distribution network cables are 

0.028 /1000r ft   and 0.037 /1000x ft   respectively. 

The natural gas pressure at each hub is limited between 55 and 

56 bars. The equivalent single level MIP is solved by IBM 

ILOG CPLEX v12.6.0 software package. 

TABLE III 

DISTRIBUTION NETWORK CHARACTERISTICS 
(ELECTRICITY AND NATURAL GAS) 

ID 
From 

Hub 

To 

Hub 

Length 

(m) 

maxSL

(KVA) 
Cp 

maxf  

(SCM) 

L1 1 8 100 1,200 - - 

L2 1 10 120 1,200 - - 

L3 1 9 160 2,000 - - 

L4 6 9 180 800 - - 

L5 10 2 120 1,000 - - 

L6 3 2 80 800 - - 

L7 6 3 140 1,700 - - 

L8 2 4 270 1,200 - - 

L9 3 5 350 1,200 - - 

L10 5 4 200 1,200 - - 

L11 5 7 300 1,000 - - 

P1 1 6 340 - 3 25 

P2 2 3 80 - 2.82 25 

P3 6 3 140 - 3 25 

P4 3 5 350 - 2.82 25 

P5 4 5 200 - 2.82 25 

As stated earlier, an encryption cost is associated with a 

specific encryption strength provided by the practical 

encryption techniques. For example, the encryption costs of a 

single data packet using AES-128, AES-192, and AES-256 are 

assumed as $128, $256, and $512 respectively. Similarly, the 

encryption costs correspond to the hash function with 128, 256, 

and 512 bits could be assumed as $128, $256, and $512 

respectively.  Any Further improvement in encryption strength 

achieved by cascading encryption using the standard encryption 

techniques. The required resources to manipulate an encrypted 

data packet is assumed to be 10 times of the encryption cost. 

Here, the encryption and disruption costs of the initial 

encryption strength for each data packet are assumed as $128 

and $1,280 respectively. The generator, natural gas pipeline, 

and electricity distribution line use 7, 6, and 2 data packets. 

Hence the disruption costs are $8,960, $7,680, and $2,560 for 

generator, natural gas pipeline and distribution line, 

respectively. Disruption attempts with limited resources 

($20,000) were considered in the following cases to evaluate 

the resilience of the energy supply in the proposed microgrid: 

 Case 1: No preventive reinforcement in the microgrid 

 Case 2: First stage of preventive reinforcement, by 

increasing the disruption costs for the vulnerable 

components determined in Case 1. 

 Case 3: Second stage of preventive reinforcement by 

increasing the disruption costs for the vulnerable 

components determined in Case 2. 



IEEE TRANSACTIONS ON SMART GRID, VOL. 6, NO. 5, SEPTEMBER 2015 

 Case 4: Third stage of preventive reinforcement by 

increasing the disruption costs for the vulnerable 

components determined in Case 3. 

A. Case 1: No preventive reinforcement in the microgrid 

In this section, the impact of disruptions on the energy 

infrastructure within a microgrid is presented with no 

preventing reinforcement on the components. Applying the 

proposed methodology highlights the vulnerable components of 

the microgrid against disruption. The attack in this case results 

in disruption of distribution lines L2, L3, L4, and L7 and the 

natural gas pipeline P4. This will lead to the curtailment in 

electricity demands on energy hubs 2, 3, 4, 5, 7, 9, and 10 as 

well as curtailment in heat demands on energy hubs 2, 3, 4, and 

5. The operation cost increases from $195 in normal operation 

to $26,275 in this case. The resilience index of multiple energy 

carrier microgrid in this case is 0.2715. In this case, the 

electricity and heat demands on energy hubs 1 and 6 are served 

by generation unit supplied by the natural gas. Since the electric 

demand on energy hub 9 is larger than that on energy hub 8, the 

impact of disruption on energy hub 9 is higher; hence 

interruption on L3 and L4 will lead to disruption of electricity 

supply on energy hub 9. On the natural gas distribution 

network, the natural gas pipeline from energy hub 3 to energy 

hub 5 is the primary candidate for interruption and this 

interruption will disrupt the operation of generator G2. 

Moreover, disconnecting electricity distribution lines L2 and 

L7 will result in forming four isolated electrical networks, i.e. 

{2, 3, 4, 5, 7, 10},{1,8}, {6}, and {9} within the microgrid. The 

supply and demand balance is reached by curtailing the 

electricity and heat demand as required. The total supplied 

electricity by G1 and G3 in this case is 559.4 kW which is equal 

to the served demand in the islands composed of energy hubs 

{1, 8} and {6}, respectively. In this case, disruption of P4 left 

G2 without the gas supply, and the generation dispatch of G2 is 

zero; hence, the island formed by energy hubs {2, 3, 4, 5, 7, 10} 

is left without any available electricity generation. As a result, 

the electricity demand is curtailed in this island.  

B. Case 2: First Stage of Preventive Reinforcement  

In this case, the encryption strategy is updated which indicates 

higher encryption strength for the data packets utilized to 

control and monitor the vulnerable components identified by 

the solution of the bi-level optimization problem in Case 1. The 

encryption cost for each vulnerable component is twice as that 

of the initial encryption strength. This is represented by 

increasing the encryption cost of each data packet to $256 for 

the disrupted components. For instance, the encryption cost of 

each data packet corresponds to L2 is increased from the initial 

cost of $128 to $256 so L2 is reinforced against disruptions in 

this case, by spending $512 for the improved encryption 

strength. In this case, the interruption in distribution lines L1, 

L2, L6, L9, L10 and L11 will lead to the interruption in 

electricity demand in energy hubs 2, 4, 7, 8, and 10 and the 

interruption in heat demand in energy hubs 2, 4 and 5. The 

operation cost will decrease by 20.2% from $26,275 in Case 1, 

to $21,860 in this case and the resilience index is 0.3385 in this 

case. 

Here, as the disruption cost of line L7 was doubled, this line 

is not a good candidate for disruption; instead, interruption in 

L6 will result in the electric demand curtailment and 

consequently heat demand curtailment on energy hub 2. 

Moreover, as energy hubs 7 and 8 are fed radially by lines L11 

and L1 respectively, interruption of these lines will lead to the 

electricity demand curtailment on energy hubs 7 and 8. 

Disruption in L11 will lead to the load curtailment on energy 

hub 7 with very high value of lost load (VOLL). Higher VOLL 

on energy hub 10 provokes the interruption of lines L2, L6 and 

L10 which feeds the demand on energy hubs 2, 4 and 10. As 

seen in the previous case, disruption in L9 isolates energy hub 

5 from energy hubs {1, 9, 6, 3}. In this case, several isolated 

energy hubs including {8}, {1, 9, 6, 3}, {10, 2, 4}, {5} and {7} 

are formed.  

C. Case 3: Second Stage of Preventive Reinforcement  

Similar to Case 2, the encryption strategy is updated based on 

the solution to the bi-level optimization problem in Case 2. In 

this case, L1, L8, L10 and L11 were disrupted which led to the 

electricity demand curtailment in energy hubs 4, 7, and 8 and 

the heat demand curtailment in energy hub 4. The encryption 

strategy employed in the second stage of the preventive 

reinforcement reduced the operation cost by 71.1% from that of 

Case 2. The operation cost in this case is $12,777 and the 

resilience index is 0.5331. Here, the disruptions in electricity 

distribution lines L8 and L10 result in the electricity and 

consequently the heat load curtailment in energy hub 4. In this 

case, the energy hub 4 is a good candidate for the offender as 

L8 which feeds this energy hub has not been reinforced in the 

previous reinforcement stages and still is vulnerable to attacks; 

hence, it requires lower resources for interdiction compared to 

other reinforced distribution lines supplying energy hubs 2 and 

3. The heat demand is curtailed on energy hub 4 as a result of 

disruption in the electricity supply and the interdependence of 

heat and electricity, as shown in (23). Similar to Case 2, 

interruptions in L1 and L11 will cause electricity demand 

curtailment in energy hubs 8 and 7 respectively. 

D. Case 4: Third Stage of Preventive Reinforcement 

In this case, the electricity demand on energy hubs 1, 8, 9, and 

10 were curtailed as a result of interruption on L4, L5, and P1. 

The operation cost in this case is $12,770 which shows a slight 

decrease compared to that of Case 3. The resilience index of 

multiple energy carrier microgrid is 0.5333 in this case. 

Moreover, the energy hubs 1, 8, 9, and 10 in the microgrid were 

isolated as a result of the disruption in L4 and L5 and G1 is shut 

down as a result of disruption in the pipeline P1. This will 

curtail the electricity and heat demand on energy hub 1 because 

of disruption in both electricity and natural gas supplies. 

Although the curtailed demand in this case is larger compared 

to that in Case 3, the operation cost is very close to that of Case 

3 because of the higher VOLL for electricity demand on energy 

hub 7 which is not interrupted in this case.  

E. Preventive reinforcement procedure  

Increasing the number of iteration to reinforce the disrupted 

components will result in more costly disruptions and less 

outages in the natural gas and electricity infrastructures. The 

preventive reinforcement procedure will prioritize the 

components for further reinforcements to reduce the operation 

cost of the microgrids as a result of reduction in curtailed 

electricity and heat demands. For instance, in the fourth stage 

of the reinforcement, the electricity distribution lines L9 and 
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L11 are reinforced. With this preventive reinforcement, the 

operation cost is reduced by 51.5% compared to that of Case 4 

and reached to $8,424. In addition, the resilience index is 

increased to 0.6627. Table IV shows the operation cost, 

reinforcement cost, disrupted components and respective 

resilience index at each stage of reinforcement. 

It is assumed that the encryption cost and consequently the 

disruption cost for the interrupted components will double at 

each stage as a result of the applied reinforcements. Figure 5 

illustrates the reduction in the operation cost of the disrupted 

microgrid achieved by improving the encryption strategy at 

each stage of the preventive reinforcement. By comparing Case 

1 with Case 4, it is observed that with the increase in disruption 

cost of the natural gas and electricity distribution network 

components, fewer islands are formed within the microgrid and 

the disruptions would be on the more expensive components 

which have not been reinforced earlier such as electricity 

generators in each island. It is also shown that the electricity 

and heat demands with higher VOLL are the primary targets for 

disruption, and consequently, the electricity distribution and 

natural gas pipelines supplying the energy hubs serving high 

priority demands are the first options for preventive 

reinforcements. By adding the operation cost and the 

reinforcement cost, the total cost at each stage of reinforcement 

is procured, which is shown in Figure 5. As shown in this figure, 

the minimum reinforcement and operation cost is achieved at 

sixth stage of reinforcement. At this stage, the total cost is 

$23,090. Hence, deploying the preventive reinforcement 

beyond this stage increases the investment cost on improving 

the encryption strategy beyond the increase in the operation cost 

as a result of disruption. 
TABLE IV 

OUTCOMES OF PREVENTIVE REINFORCEMENT PROCEDURE 

Stage 

Operation 

cost 

($) 

Resilience 

Index 

(r) 

Disrupted 
Component 

Total 

Encryption 
Cost 

($) 

0 26,275 0.2715 
P4, L2, L3, L4, 

L7 
9,344 

1 21,860 0.3385 
L1, L2, L6, L9, 

L10,L11 
11,136 

2 12,777 0.5331 L1,L8 L10,L11 12,298 

3 12,770 0.5333 P1,L4,L5 14,720 

4 8,424 0.6627 L9, L11 16,512 

5 6,753 0.7205 G3, L3, L7 18,048 

6 3,122 0.8639 L8, L10 19,968 

7 1,924 0.9172 L1, P2 21,504 

8 753 0.9725 P3 23,296 

9 497 0.9851 P4 24,064 

10 322 0.9937 P5 25,600 

11 307 0.9945 P1 26,368 

12 307 0.9945 P2 27,904 

13 307 0.9945 P2 28,672 

14 211 0.9993 G1 29,440 

15 210 0.9993 G2 31,232 

16 200 0.9998 G3 33,024 

17 195 1 - 33,920 

 

As shown in Table IV, after 17 stages of reinforcement, the 

microgrid is totally resilient to disruption attempts with limited 

resources ($20,000 in this case study). More resources for 

disruptions will result in more reinforcement steps within the 

multiple energy carrier microgrid. Figure 5 shows that as the 

reinforcement cost increases, the operation cost of the 

microgrid which reflects the lost electricity and heat demand, 

decreases. 

 
Fig. 5. Operation and reinforcement costs of multi-energy carrier microgrid. 

VII. CONCLUSION 

This paper introduced a methodology to analyze the resilience 

of microgrids with multiple energy carrier networks exposed to 

interruptions in electricity and natural gas distribution 

networks. The vulnerability of multiple energy carrier 

microgrids is addressed by introducing energy hubs which 

emphasizes the interdependence of electricity and natural gas 

energy infrastructures. It is shown that disruption in an energy 

network within the microgrid has adverse effects on other 

interdependent energy networks serving electricity and heat 

demands. It is observed that in order to maximize the adverse 

effects of disruptions the attacker inclines to create isolated 

networks within the microgrid as shown in Cases 1, 2, and 4. 

The proposed methodology suggests the reinforcement 

strategies for microgrid operators and investors by highlighting 

the vulnerable components and procuring the disruption 

outcomes as a result of component failures considering the 

interdependence of multiple energy infrastructures within the 

microgrid. The recommended preventive reinforcement 

warrants the resilient operation of multiple energy carrier 

microgrids considering limited reinforcement budget and the 

desired level of resilience. This paper is focused on proposing 

a methodology to identify the vulnerable components and 

ensure the resilient operation of coordinated electricity and 

natural gas infrastructures considering multiple disruptions 

within the microgrid. Although the diverse load scenarios with 

different values of lost load in multiple periods would result in 

a different preventive reinforcement plans for the operation 

period, the preventive reinforcement procedure remains the 

same. Defining the multi-period problem requires a detailed 

definition of the attacks addressing the length of interruption for 

each attack and the restoration time for the components if exists. 

This problem could be addressed as the future work for this 

paper. 
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